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1. Before to start 
 
Before to start and to run the plugin you need to have all following files ready: 
 

• All files explained below unzipped 
• Licence file provides by AF Software. 
• Your prWebsite project running 

 
You cannot start the plugin without these files ! 
 
 
 
 
 

2. Plugin content 
 
 
This plugin can improve your project to offer to you new features not provided by Website X5 
software. 
 
Unzip the files into a personal directory under the root of your website. By example uncompress 
files into afs-demo/access-page directory 
 
 
 
After decompression you will get following files: 
 
images   --> Images used by the plugin 
afs_alertbox.php  --> Internal file for error messages 
afs_check.php   --> PHP file to check authentication  
afs_codes.txt   --> file to configure your private codes 
afs_config.php  --> Configuration file  
afs_function.js  --> Internal file 
afs_functions.php  --> Internal file 
afs_kill_session.php  --> Tool to destroy variable session used by plugin 
afs_loginpage.php  --> File used to display authentication page 
afs_mypage.php  --> Page example to display after authentication 
 
 
 
 
If the plugin has some messages inside, the following files are present too: 
 
afs_messages.php  --> default messages file for the plugin 
afs_messages fr.php  --> french messages for the plugin 
afs_messages us.php --> english messages for the plugin 
 
 
 
Do not change the name files. The plugin needs these names 
 
 
 
 
This plugin has been tested with WSX5 Pro v2019.3.14 
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Please read carefully this documentation to understand how it works and how to install it 
 
 

3. Copyright et property 
 
This plugin has been developed by AF Software to bring more feature to your website project or 
other website solution. 
All files are the property of AF Software 
 
It's forbidden to translate them, uncompile, change them. It's also forbidden to remove or modify 
your license number or to distribute it to others. You have no right to lend or to sale the software. 
 
It is really forbidden to extract any information from the software completely or partially (copy, re-
copy, printing, pictures, videos, scanning ..etc..) to reproduce any part of the software. The 
complete content is protected by the intellectual property law by article L335-2. 
 
If you try to do anything of this, your rights will be automatically removed and the author can do 
an action with the justice. 

You can just copy the software to have a backup of files. 

This software can run only on one physical PC at each time. 

 
 
 
 

4. Compatibility 
 
This plugin has been tested with: 
 

• Website PRO v2019.3.14 
• PHP 7.2.7 

 
 
 
 

5. Maintenance and support 
 
AF Software will provide the best for you in terms of support / maintenance for the plugin. All effort 
are done in best effort. No guarantee to fix an issue in a few delay is promised.  
You have the full trial period to test the plugin and to detect any issues before to do a donation to 
get a full license. 
 
In any case AF Software is a professional company, and all efforts will be done to help in the 
future. 
 
 
 
 

6. How to run it 
 
This plugin can run into 2 different ways into Website. With an external popup window or with an 
iframe.  
 

• With an external popup window 



   

  
Tout droits de reproduction et diffusion réservés (AF Software™ est une marque déposée) 

http://www.afsoftware.fr                                                     
Agrément Cyberdéfense  Page 4 sur 30 

• With an iframe. 
 

 
Please check the documentation below to understand how to configure these two modes. 
 
 
 
 
 

7. How to get a trial license key ? 
 
To run correctly this plugin you need to have a license file provides by AF Software. The trial key is 
fully free and you can generate it yourself directly from AF software website. 
 
You can generate yourself your evaluation key when you  are ready to test it into your 
environment. The period for the trial key is about 30 days by default and  the starting date will be 
up when you will generate your key. 
 
Before to generate your key on AF Software website, please ask to AF Software a private code to 
have an access to the key generator. Contact us by email to get your private code. 
 
 
After reception of you private code you can go to the next URL: 
 

https://www.afsoftware.fr/afs_keygen/afs_intro.php 
 
 
to have an access to the key generator 
 
The key generator welcome page if like: 
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To follow recommendations on the screen to generate your evaluation key. 
 
 
After key generation, do not forget to  rename your downloaded key by afs_licence.key file 
with no zip extension. 
 
 

IT IS NOT NECESSARY TO UNZIP THE FILE 
IT DOES NOT WORKS 

JUST RENAME IT LIKE EXPLAIN BEFORE 
 
 
When your license key is ready you just need to copy it in the previous directory like into our 
example into afs-demos/access-page/ 
 
 
 
 
 

8. How to install a full license key ? 
 
When you will receive you full license key file, just replace  the file afs_licence.key into your 
working directory by the new one and also the new afs_loginpage.php received. 
 
Check the chapter "How to configure the plugin with Website X5" to understand how to put 
these files into your plugin directory. 
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9. How to configure your personal information 
 
You need to edit afs_config.php file to configure your personal parameters (font name, color, 
size, personal logo...). Check this file, all comments are inside it. 
 
 
 
 
 
 

10. How to configure your language : 
 
2 default language files (afs_messages fr.php  & afs_afs_messages us.php) are provided by 
default. The english language is used by default by the plugin. 
 
To create you personal messages with your language you need  to copy one of example and to edit 
the variables with your language. 
When done, you can copy & replace these variables into the afs_messages.php file which is the 
used file by default. 
This file is used for all messages displayed into the user interface. 
 
Just the system messages are staying in english for the administrator. Normally an user do not see 
them. 
 
 
 
 
 
 
 

11. How to test  the plugin without Website X5 
 
You can test directly the plugin without Website to understand well how the plugin is running. 
 
To do that you can call directly the afs_loginpage.php directly from your browser like: 
 
https://www.yourdomain.com/test/access-page/afs_loginpage.php 
 
 
The next windows will be displayed to do the authentication. 
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We suggest to configure some different options into afs_config.php file to really understand how 
the plugin works before the Website integration. 
 
 
 
 
If you leave the default next page into afs_config.php file, after a successful authentication you will 
display the next page. 
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12. How to configure the private codes into afs_codes.txt file 
 
This part is very important to run correctly. Please take time to understand it. The afs_codes.txt 
file is the file where all private codes are provided by the admin of the website. This file is unknown 
from users. 
You can have an unlimited number of private codes into this file. 
 
This file needs to be present into same directory where others php plugin files are. 
 
The content of this file is like: 
 
 
13/12/2018,123,*22*,$0$, 
15/12/2019,567,*2*,$2$, 
13/12/2018,1234,*10000*,$0$, 
10/12/2019,HDH\D_keK9,*5*,$0$, 
13/12/2018,12345,*4*,$4$, 
 
 

All parameters are separated by a comma and the last character of the line 

NEEDS TO BE A COMMA 
 
 
 
 
 
 
Parameters are following 
 

• Creation date 
• Access code 
• Number of authorized connection between 2 * characters 
• Number of already done connection between 2 $ characters 

 
 
Creation date:    Just a reminder for you: format dd/mm/yyyy 
Access code:    Uppercase letter, number (no foreign characters) 
Authorized connection  Number above 0 between 2 $ for the maximum  
Connections already done Number of already done connection between 2 $ characters. 0 by 
default 
 
 
Connection done parameter  needs to be at zero from first configuration. The plugin will modify this 
one after each successful connection. 
 
 
 
 
 
Below by example explanation for: 
 
 
 
Line 1:  13/12/2018,123,*22*,$0$, 
 
 
13/12/2019   Creation date of the user (for reminding) 
123   Access code  
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*22*   Number of authorized connections : Here 22 
$0$   Number of already done connections : Here none connection done 
 
Line 2:  15/12/2019,567,*2*,$2$, 
 
15/12/2019   Creation date of the user (for reminding) 
567   Access code  
*2*   Number of authorized connections : Here 2 
$2$   Number of already done connections : Here 2 
 
This private is blocked and no more connection are authorized. You can manually reset the 
connections parameters to permit again some access or not. 
 
 
 
 
Line 3: 13/12/2018,1234,*10000*,$0$, 
 
 
13/12/2019   Creation date of the user (for reminding) 
1234   Access code  
*10000*  Number of authorized connections : Here 10000 like unlimited ! 
$0$   Number of already done connections : Here 0 
 
To put a high value into authorized connection to have like an unlimited connection. 
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13. How to configure the plugin with Website X5  
 
Into your project directory you need to create a personal directory. In our case we have created 
afs-demo/access-page 
 
So here you need to unzip all files into this directory: afs-demo/access-page 
 
Obviously, you can choose other directory and sub-directory names 
 

 
 

 

• Configuration via Popup Window usage 

 
Unzip the files into a personal directory under the root of your website. By example uncompress 
files into afs-demo/access-page directory 
 
 
In your project you need to create a page like below 
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Here we suggest to hide this page from your website. 
 
 
 
 
 
 
Go back to your pages plan and open your page and add an HTML object 
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Click on HTML object and add following code. 
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The code is here: 
 
 
        <script type="text/javascript"> 
                <!-- 
                        function open_infos() 
                        { 
                                width = 600; 
                                height = 800; 
                                if(window.innerWidth) 
                                { 
                                        var left = (window.innerWidth-width)/2; 
                                        var top = (window.innerHeight-height)/2; 
                                } 
                                else 
                                { 
                                        var left = (document.body.clientWidth-width)/2; 
                                        var top = (document.body.clientHeight-height)/2; 
                                } 
                                window.open('afs-demo/access-
page/afs_loginpage.php','nom_de_ma_popup','menubar=no, scrollbars=no, top='+top+', 
left='+left+', width='+width+', height='+height+''); 
                        } 
                --> 
                </script> 
 
        <a href="#null" onclick="javascript:open_infos();">Opening Private Access Page  via a HTML 
pop-up </a> 
 
 
 
 
 
 
 
Now you need also to add all unzipped files from the plugin to your project to upload them during a 
web export 
 
To add all files into your project you need to click on 'advanced' tab in your HTML object like here: 
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Add all plugin files here. 
Do not forget to add your afs_licence.key file 
 
 
 
 
After web export you can have an access to your login page to put your private code like below. 
 
 

 
 
By clicking on the link, the main windows is opening. 
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Let's go.... 
 
 
 
 
 
If you leave the default next page into afs_config.php file, after a successful authentication you will 
display the next page. 
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• Configuration via iFrame usage 

 
Unzip the files into a personal directory under the root of your website. By example uncompress 
files into afs-demo/access-page directory 
 
 
In your project you need to create a page like below 
 
 
 

 
 

 
 
Here we suggest to hide this page from your website. 
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Go back to your pages plan and open your page and add an HTML object 
 
 
 

 
 
 
 
 
Click on HTML object and add following code. 
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The code is here: 
 
 
<iframe name="AFS_access" height="100%" width=100%" src="afs-demo/access-
page/afs_loginpage.php"> 
</iframe> 
 
 
 
 
 
 
Now you need also to add all unzipped files from the plugin to your project to upload them during a 
web export 
 
To add all files into your project you need to click on 'advanced' tab in your HTML object like here: 
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Add all plugin files here. 
Do not forget to add your afs_licence.key file 
 
 
 
After web export you can have an access to your login page to put your private code like below 
directly in the same page of your web. 
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Let's go.... 
 
 
 
 
 
 
If you leave the default next page into afs_config.php file, after a successful authentication you will 
display the next page. 
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14. How to force the transfer again of modified files after first 
transfer 

 
If you change any parameters into any files from the installation directory (here afs-demo/access-
page) it's IMPORTANT to reactivate files transfer into your project.  
 
To force again the files to be transferred you need to open your HTML objet and to click on 
'Advanced' tab 
 
 

 
 
 
 
 
And click on each modified file to force the next transfer to the website 
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By this action the files will be transferred again to the website after your modification into the 
installation directory 
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15. How to protect any page from my project 
 
With this plugin you can protect any page into your project.  
 
The protection to display a page is base on PHP security with global session variable. This variable 
cannot be displayed for security reason. 
 
So to resume, if the session variable is initialized correctly the page can be displayed, in other case 
the page cannot be displayed. 
 
We provide a default afs_mypage.php with the plugin and we can test this mecanism to 
understand well how it's works. 
 
Before to start you need to destroy this session variable... So to be sure we will do. So you need to 
call the following URL into your browser. 
 
https://yourdomain.com/afs-demo/accesspage/afs_kill_session.php 
 
 
You will get the following message. 
 

 

 
 

 
 
So now you can call the test page directly with your browser. Do not use the authentication 
process. 
 
 
https://yourdomain.com/afs-demo/accesspage/afs_mypage.php 
 
 
 
You will get the following message because you have not been authenticated. The page is 
protected ! 
 

 
 
 



   

  
Tout droits de reproduction et diffusion réservés (AF Software™ est une marque déposée) 

http://www.afsoftware.fr                                                     
Agrément Cyberdéfense  Page 27 sur 30 

 
Now, if you try to be authenticated the afs_mypage.php will be displayed normally ! 
 
Ok, you have understood how a page is protected. So any page needs to check if the session 
variable is ok or not . 
 
 
To protect any page into your project, it's MANDATORY to configure your page with PHP 
extension like below. 
 
 
 

 
 
 
 
Again here we suggest to hide the page. 
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By clicking on the properties button you can configure the PHP extension here 
 
 
 
 
 
 

 
 
 

 
Now you need to configure your page to check the secure session variable before loading. To do 
that you need to add this code before the HTML tag opening like below 
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Full script is here 

 
<?php 
 
session_start(); 
 
include("afs-demo/access-page/afs_alertbox.php"); 
  
 
/* Accès à la page refusé car pas initialisation de la session */ 
if (empty($_SESSION['AFS_Protect']))  { 
 echo "<script type= 'text/javascript'>afs_key_bad_code();</script>"; 
 exit; 
} 
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?> 
 
 
 
Nota:  
 
take care about the path into this line: 
 
include("afs-demo/access-page/afs_alertbox.php"); 
 
 
Change it if yours is not afs-demo/access-page  
 
 


